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AI – The Next 
Big Problem
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AI vs. Generative AI

Traditional AI Generative AI
Trained to accomplish 
specific tasks, such as 
identifying images. 
Primary used to analyze 
data.

Focused on creating new 
content. This is the type 
that we have been seeing 
in the news. 
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Generative AI
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ChatGPT

Version 3.5
Took the bar exam and failed. 
Finished in the 10th Percentile.

Nov. 2022

Version 4.0
Took the bar exam and passed. 
Finished in the 90th Percentile.

Mar. 2023
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The Exponential Bus
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Is the Law Too Slow? 

1992
First Text Message

2003
First Blackberry

2007
First iPhone

2008
First Android Phone

2014
Riley v. California
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US Evidence Committee

 Committee Chair: Panels agrees litigants concerns that rules, as 
written, do not work for challenging deep fakes. 

 Proposed New Rule 901(c) to address “Deepfakes”
• “If a party challenging the authenticity of computer-generated or other 

electronic evidence demonstrates to the court that a jury reasonably could 
find that the evidence has been altered or fabricated, in whole or in part, by 
artificial intelligence [by an automated system], the evidence is admissible 
only if the proponent demonstrates to the court that it is more likely than not 
authentic.”
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State of Washington v. Puloka

 Defense wanted to introduce AI-Enhanced video
 State retained a forensics expert
 Expert testified about how the AI program altered the video, 

including:
• Increasing pixels 16x
• Added information not in the original file
• Altered shapes and colors in the video

 Judge excluded the use of the video



15

Our Subjects
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Our Subjects

Judge BerginJudge Kamm Judge Wade
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Images
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Authentication 

FRE 901: To satisfy the requirement of authenticating or identifying an item of evidence, the 
proponent must produce evidence sufficient to support a finding that the item is what the 
proponent claims it is.

Typical Question: Does the photograph fairly and accurately depict “X”? 

Judge must determine if a reasonable juror could find the item is what the proponent claims it is. 
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The problems

Editing photos is 
easier than ever 

Detecting AI-
generated pictures is 

difficult 

Our standard 
authentication rules 

do not work anymore 
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Where is the line? 

AI 
Enhancement? Digital Zoom? Computational 

Photography? 
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What about 
screenshots? 
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Voice
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Authentication

FRE 901(b)(5)

• Opinion About a Voice. An opinion identifying a 
person’s voice — whether heard firsthand or 
through mechanical or electronic transmission or 
recording — based on hearing the voice at any 
time under circumstances that connect it with the 
alleged speaker.

• Opinion About a Voice. An opinion identifying a 
person’s voice — whether heard firsthand or 
through mechanical or electronic transmission or 
recording — based on hearing the voice at any 
time under circumstances that connect it with the 
alleged speaker.
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Speechify
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Real or AI? 

Sample 1 Sample 2 Sample 3 Sample 4



Handwriting



46

FRE 901(b)(2)

• A nonexpert’s opinion that 
handwriting is genuine, 
based on a familiarity with 
it that was not acquired for 
the current litigation.

• A nonexpert’s opinion that 
handwriting is genuine, 
based on a familiarity with 
it that was not acquired for 
the current litigation.

Nonexpert 
Opinion 
About 

Handwriting.
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Flux – AI Generated Handwriting
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Take it a step further



Security and 
Concerns
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Protect Yourself

Limit access to social media accounts

Be cautious with sharing your image or voice

Use passphrases with friends, family, and colleagues 

Trust but verify audio/video calls



52

Protect Your Courtrooms

 Meta Trial
• Zuckerberg and his team wore 

Meta AI Ray-Bans to court
 Some states moving to ban 

them in court
 Problems: 
• What about depositions? 
• What about Rx glasses?
• What about other wearables? 
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Protect the Courthouse?



Attorney Ethical 
Duties?
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Model Rule 3.3

(a) A lawyer shall not knowingly:
• (1) make a false statement of fact or law to a tribunal or fail to correct a false 

statement of material fact or law previously made to the tribunal by the lawyer;
• (2) fail to disclose to the tribunal legal authority in the controlling jurisdiction 

known to the lawyer to be directly adverse to the position of the client and not 
disclosed by opposing counsel; or

• (3) offer evidence that the lawyer knows to be false. If a lawyer, the lawyer’s 
client, or a witness called by the lawyer, has offered material evidence and the 
lawyer comes to know of its falsity, the lawyer shall take reasonable remedial 
measures, including, if necessary, disclosure to the tribunal. A lawyer may 
refuse to offer evidence, other than the testimony of a defendant in a criminal 
matter, that the lawyer reasonably believes is false.



Detection
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Another Problem…
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Another Problem…
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Another Problem…
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AI Detection Tools

 Expensive and requires experts
 Text detection tools currently about 65% accurate
 Many are just a “black box” and have not been tested
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Cellphone Forensics
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Cellphone Forensics
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Cellphone Forensics
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Cellphone Forensics
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Cellphone Forensics – Installed Apps 
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Hope On the Horizon

• Requires publicly 
accessible AI detection 
tools

• AI-generated content 
must include disclosure 

California AI 
Transparency 

Act:
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Detection – Best Options

 Get the native with metadata
 Get an expert
• Digital forensics expert to analyze cellphones/computers/tablets
• Media expert to analyze pictures, videos, and audio
• Some forensic software available that can help but requires an expert
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The Future
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Are You an AI? 
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AI Agents and Liability

Autonomous AI 
Agent

• Told to look at Github and fix 
problems

• It submitted a change request
• Human maintainer rejected it
• Agent published a defamatory 

hit piece on the human
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So What About Daubert? 

We do not know the methodology an AI tool used
No expert can testify to what AI did
But the State will say they can’t disclose anything 

because they don’t own it. 
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Proposed Rule 707

 When machine-generated evidence is offered without an expert 
witness and would be subject to Rule 702 if testified to by a witness, 
the court may admit the evidence only if it satisfies the requirements 
of rule 702(a)-(d). This rule does not apply to the output of simple 
scientific instruments.

 Any AI output offered into evidence, even outside the testimony of an 
expert witness, must still meet the standard for expert testimony —
namely, it must:

• Assist the trier of fact
• Be based on sufficient facts or data
• Be the product of reliable principles and methods
• Reflect a reliable application of the principles and methods to the facts
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